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1. Introduction  

The AlwaysUp command-line programs are designed to run and manage any 
Win32 executable, batch file, or shortcut as a Windows service.   

Key features of the command-line suite: 

Runs your application (executable, batch file or shortcut) as a Windows 
Service

 

Monitors your application and restarts it whenever it fails

 

Able to manage virtually any Win32 application with minimal configuration 
Able to detect and restart applications that hang, hog the CPU or consume 
too much memory. 
Able to start your application as the system boots, to run when no user is 
logged in and to run despite logon/logoffs -- all to guarantee uptime 
without manual user intervention  
Able to restart your application (or reboot the computer) at a scheduled 
time

 

Able to boost your application's priority to ensure that it gets preferential 
treatment on the host computer 
e-mails you with details of crashes, restarts and other problems 
Supports the integration of your own custom "sanity check" utilities, 
executed regularly to test if your application is functioning normally or not 
Automatically dismisses common "Application error" dialog boxes that 
prevent crashed applications from fully exiting 
Automatically dismisses Debug dialog boxes and logs the dialog box text 
for subsequent review by developers -- thus facilitating the deployment of 
applications in Debug mode

 

Leverages the Windows Services API to achieve robust, low-level 
application control in a secure environment 
Reports all activities to the Windows Event Log

 

Very efficient; demands minimal CPU & memory resources 
No programming required!  

There are three programs in the suite, namely InstallService, UninstallService, 
AlwaysUpService. The following sections describe these programs in detail. 
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2. InstallService  

InstallService is used to install an application to run as a Windows Service.  

2.1. Command Line Syntax  

The command line syntax for InstallService is:   

InstallService.exe <Service name> <App> [Options]  
Where:  

<Service name> is the name of the service. The maximum length is 256 
characters. Forward-slash (/) and back-slash (\) can not be used.  

<App> is the full command line for running the application to be monitored. If the 
command line contains spaces, care must be taken to ensure that it is interpreted 
correctly. Be sure to enclose each component that contains spaces in backslash 
quotes (\ ), and then quote the whole command line. For example:  

C:\Program Files\Server\Server.exe -f C:\My Files\config.xml  

should be expressed as:  

\ C:\Program Files\Server\Server.exe\ -f \ C:\My Files\config.xml\

  

The numerous options are listed in the next section.  

2.2. Command Line Options  

To facilitate feature-driven access, we present the command line options 
grouped by functionality.  

2.2.1. General  

-w Specifies the application s working directory. Be sure to 
enclose paths that contain a space in quotes ( ). 

-n Start the service/application Manually from the Service 
Control Manager (or the GUI-based AlwaysUp). 
If not specified, the behavior will default to Automatic , 
and the service/application will be started when 
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Windows boots. 
-f <priority> 
<reduce> 

<priority> specifies the application's priority: 
Idle = 1 
BelowNormal = 2 
Normal = 3 
Above  
High = 5 
Real-time = 6 
<reduce> indicates if the application's priority should be 
reduced to Normal when a user logs on to the computer:

 

No = 0 
Yes = 1 
If not specified, the application is run at Normal priority. 

 

2.2.2. Log On  

-l <account> <account> is the name of a user, under which the 
service shall run. 
Note: This account needs to have the "Log on as a 
service", which can be granted from the "Control Panel / 
Administrative Tools / Local Security Settings" 
application (Local Security Policy on Windows 2000) . If 
not, it will not be able to start. 
It is recommended that this user be a member of the 
Administrators group or the application may not be 

able to show its windows. 
<account> should have the following format: 
"<Domain>\<user>", "Zone1\user4" for instance. 
The domain "." is predefined as the local machine. So 
one might use ".\user1" too. 
If not specified, the service/application will be run under 
the built-in LocalSystem account. 

-p <password>  The password for the user account under which the 
service shall run. 
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2.2.3. Monitoring  

-k Keep the program alive, restarting it when it crashes or 
exits unexpectedly. 
AlwaysUp will log a message to the Windows Event Log 
whenever it restarts the application. 

-c [<ms>] Check interval. <ms> is the number of milliseconds to 
pause in between checks to see if the program has 
crashed, or is displaying a message box. 
Defaults to 2000 if not specified. 

-m Dismiss common application crashed message boxes, 
logging their content to the event Log. 

-z <MB> Restart the application when it grows larger than the 
given size <MB> in MegaBytes. 

-q <min> Restart the application if it hogs a CPU for longer than 
<min> minutes.  
The application is designated a CPU hog if it 
consumes more than 95% of the CPU over the given 
duration. 

-v <min> Restart the application if it hangs for longer than <min> 
minutes. 

-y <day> 
<hour> 
<reboot> 

Specify this flag to restart the application regularly 
<day> is a numeric representation of the day: 
Monday = 1 
Tuesday = 2 
Wednesday = 3 
Thursday = 4 
Friday = 5 
Saturday = 6 
Sunday = 7 
Daily = 8 (every day) 
<hour> represents a 24-hour value, with 12AM == 0, 
1AM == 1, etc. 
<reboot> indicates if the computer should be rebooted 
or not, with: 
No = 0 
Yes = 1 
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2.2.4. Customized Sanity Checks

  
See Appendix 1 for details on the Sanity Check feature.  

-t <cmd line>  Perform a periodic "Sanity check" on the program being 
managed. The <cmd line> is the full command line of 
the sanity check program, e.g. "C:\apps\testServer.exe 
10.10.10.10 4552". Please use quotes around each 
element if the command line contains spaces. 
The program must complete with an error status of 0 to 
be considered successful. If unsuccessful, the 
application will be restarted. 

-a <ms> Check sanity interval. <ms> is the number of 
milliseconds to pause in between runs of the sanity 
check program. 
Defaults to 30000 if not specified. 

-x <ms> Check sanity timeout interval. Wait up to <ms> 
milliseconds for a response from the check sanity 
program. If none is received, consider the result a 
failure. This will cause the program to be terminated. 
The default value is 60000 if not specified. 

 

2.2.5. Notification (via E-Mail)  

-o <address> <address> is the the To address for all email 
messages. Multiple addresses can be specified by 
separating them with a comma and placing the whole 
value in quotes, for example: admin@myserver.com, 
system@myserver.com . 

-g <smtphost>  <smtphost> is the name or IP address your SMTP mail 
server. For example mail.mydomain.com or 
smtp.gmail.com . 

Defaults to mail if not specified. 
-h <address> <address> will be placed in the "From:" field of mail sent 

via SMTP. For example, brian@mydomain.com

 

If not specified, the mail sent may not have a "From:" 
address. 

-3 <name> The real name to be placed in the "From:" field of email 
sent via SMTP. For example, Brian Smith . 
If not specified, the email sent may not have a "From:" 
name. 

-b Send an email message when an application crashed 
message box has been dismissed. 
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-r Send an email message when the application crashes 
or stops prematurely and has to be restarted. 

-4 <port> The port number associated with the SMTP mail server. 
Defaults to 25 if not specified. 

-5 Indicates that the SMTP server uses SLL to send email. 
-6 Indicates that the SMTP server requires authentication 

to send email. 
An authentication method must be specified (see below) 

-7 <auth> Specifies the authentication method to be used when 
sending email. 
<auth> is a numeric representation of the authentication 
method: 
CRAM-MD5 = 1 
AUTH-LOGIN = 2 
AUTH-PLAIN = 3 
NTLM = 4 
All authentication methods except NTLM require a login 
and password (see below) 

-8 <login> Specifies the user name/login to access the SMTP mail 
server. 

-9 <password> Specifies the password to access the SMTP mail server.

  

2.2.6. Startup  

-1 <cmd line> Run the given program at startup, prior to running the 
application. 
<cmd line> is the full command line for the program to 
run, including any arguments. Please use quotes around 
each element if the command line contains spaces. 

-2 <deps> Ensure that the given services are started prior to 
starting the application. 
<deps> is the list of service names, available from the 
Control Panel Services application. Separate multiple 
names with a comma (,), for example 
LmHosts,Netman

  

2.3. Return Codes  

InstallService returns 0 (zero) on success and non-zero on failure. When it fails, 
the reason for failure is reported to the standard output (stdout).  
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2.4. Examples  

1. The following installs the "Notepad" application as a service, which runs 
notepad.exe on the specified text file, restarting it whenever it crashes or 
stops unexpectedly:   

InstallService Notepad "c:\winnt\notepad.exe c:\data.txt" -k  
2. The following installs the MyServer service, which runs 

C:\MyServer\MyServer.exe /fast /usermode true from directory 
"C:\MyServer\Run" as user tbrown with password "thepassword". The 
application will be restarted whenever it crashes or stops unexpectedly, 
whenever it uses more than 512MB of RAM, and every day at 3AM. The 
application will be started only after the Netman (Network Connections) 
service has started. E-mail will be sent to admin@mydomain.com using 
server "mail.mydomain.com" whenever the application is restarted, or 
whenever a message box is dismissed:  

InstallService.exe  "My Server" 
"C:\MyServer\MyServer.exe /fast /usermode true" 
-k m -o admin@mydomain.com 
-h alwaysup_report@mydomain.com 
-g "mail.mydomain.com" -r -b -l ".\tbrown" 
-p "thepassword" 
-w "C:\MyServer\Run" -y 8 3 -z 512 -2 "Netman"  

2.5. Using the AlwaysUp GUI to Create the Command Line  

The AlwaysUp GUI can be used to ease the creation of the InstallService 
command line. Basically, you configure your application/service in the AlwaysUp 
GUI and select a special OEM menu item to reveal the command line used to 
install the service.  

To use this method:  

1. Install the AlwaysUp GUI package (available at 
http://www.coretechnologies.com/products/AlwaysUp/) 

2. Copy your license file ( alwaysup.dat ) to the location where AlwaysUp 
was installed (by default, C:\Program Files\AlwaysUp ). 

3. Start AlwaysUp 
4. Create your service/application 
5. Highlight the service in the list and select OEM | InstallService command 

line... from the Application menu: 

http://www.coretechnologies.com/products/AlwaysUp/
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6. The following window will be presented:  


